2009 (2) 2280 Akl g 43 pual) o glall aligl) () Adana
Jsadl jlea Jsal dsilal) Aadial

JL@M R¥r= ﬁ.ﬁ‘i\ LS ;\Jﬂ‘

LAl

Gy Calel A5 s 3 5Y) pa I 58 LS Jla¥l Jilag gss 0 Faaal S5V Jlsall iladd Gasial
Gl L Gl Gk @l ¢ gl&dly Lol ge LDy s il 5 ABdally 48 55l gulsal
ledsadiy Jlsadl 38 gapulls ol sl skl 138 o Laguld oDl s ysill 0a Jlsadl Slen g 58 siall ilagleall
cssdlly geally ¢ Jilaol s g la glaal (e ilida g1 Y
a i lebaad Bash ge iy Jisall s3eal o seadl dylead sl Zladl Akl plasial paaall Ml ¢ 55
G Ay LS Liall e dalll Akl alasialy oy gen Bleay DL many a1 138 ¢ el Glall dadiall
A5 Y] RSl By Jamg 3l 11 ook oo 43Sl

IBN AL- HAITHAM J. FOR PURE & APPL.SCI VOL.22 (2) 2009



Image Watermarking for Mobile Device

A.A. Abdul-Jabbar
Computer Science Department, University of Technology

Abstract

The mobile services are the most important media between many of telecommunication
means such as the Internet and Telephone networks, And thatis be cause of its advantage
represented by the high availability and independence of physical location and time, Therefore,
the need to protect the mobile information appeared against the changing and the misuse
especially with the rapid and wide grow of the mobile network and its wide usage through
different types of information such as messages, images and videos.

The proposed system uses the watermark as tool to protect images on a mobile device by
registering them on a proposed watermarking server. This server allows the owner to protect his
images by using invisible watermarking. Also the user can prove his ownership to the images by
the server which work as on electronic court.

Introduction

The progress of wireless communication is dramatically changing our life. The ability to
communicate at any time and in any where increases our quality of life and improves our
business productivity. Mobile telecommunications emerged as technological marvel allowing for
access to personal end and other services, devices, computation and communication, in any place
at any time through effortless plug and play. This brilliant idea become possible as the result of
new technologies developed in the areas of computers and communications that were made
available and accessible to the user ( 1)

Mobile devices fulfill the need for real time information and communication throuyh
desktop PCs, which are dependent on user’s location, will never be able to do (2). The types of
mobile device are (3)

1. PDAs (Personal Digital Assistants):-These devices aer connected to the Internet through

wireless modems or synced offline with a web enabled PC.

2. Low - end Smart phones: These are web enabled cellular phones either supporting
Wireless Application Protocol (WAP) technology or some proprietary micro browser.

3. High — end Smart phones: These devices are hybrid of mobile phone and PDA,
supporting voice and data services like email, Internet access ,SMS and personal
organization tools. Examples include Nokia Communicator and Ericsson MC218.

The most famous communication protocol to access the Internet by Mobile communication

systems is WAP Technology (4)

WAP forum is an industry group dedicated to the goal of enabling sophisticated telephone
and information services on handheld wireless devices such as mobile telephones, pagers, PDA
and other Wireless Terminal (WTs). WAP specification extends and leverage mobile networking
technologies ( such as digital data networking standards) and Internet technologies, such as IP,
HTTP, XML,URL, Scripting and other content format. WAP enables manufactures , network
operators, content providers, and application developers to offer compatible product and secure
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services and networks , resulting in greater economies of scale and universal access to
information . W AP objectives are:
1. To bring Intemet content and advanced data services to digital cellular phones and other

WT.

2. To create global wireless protocol specification that work across different wireless
network topologies.

3. To enable the creation of content and application that scale across a very wide range of
wireless bearer networks and wireless devices types.

4. To embrace and extend existing standards and technology wherever appropriate.

New generations of HTML are based on XML and include features that make them more
efficient for mobile use. The other XML application would be (WML) Wireless Markup
Language synchronized multimedia integration language. Thus , WAP forum is working to
increase the bandwidth efficiency of web technology to make it more applicable to the
wireless environment (5)

Wireless-to-Wire Communication Protocol

The WAP gateway is the link between the wireless and the wired or “web” world ,
basically given the WAP device access to the common Internet. For instance, typical scenario a
would be when you type in the URL for a site on your WAP device , for example
http://www.amazon.com/. The WAP device first checks if it already has an open connection , if
not it dials up the server(Remote Access Service RAS) , this server gives the WAP Device the
protocols it needs. These are the same lower level protocols as a normal Internet Service Provider
that give what are known as Point- to — Point Protocol (PPP). The PPP provider has given the
WAP Device the required protocols and assigned it an IP address, the request for the URL is sent
to the gateway. The WAP device requests the URL with a normal HTTP request, such as GET
http://www.amazon.com/ (6).

On the Internet , here is a normal “web” server which in this case holds both WAP and
“web” contents, which now receives the request to send out the contents located at the
http://www.amazon.com/ URL. The web server, depending on which type of browser it is talking
to (WAP or “web”), sends out WAP, Then the requested content would be back to the WAP
device which have standard language represented by Wireless Markup Language (WML), WML
is based on XML ; or rather it is an XML application. Just like HTML and XML, WML which is
read and interpreted by a browser built into the WAP device. For WAP devices, the browser is
commonly called a micro browser, indicating that its capabilities are somewhat limited (7).

Finally, at the WAP device that requested the URL, the WML browser, when receiving
the tokenized WML code renders the contents on the WAP device display to present a card for
the user. This is how the majority of WAP devices are connected to the Internet. If the content
provider wants the total control over the stream of data which are sent back and forth between the
web server and the WAP device, they would install something called a WAP server. Providing
internet and WWW services on a wireless data network presents many challenges because most
of technologies developed for the Intemet were designed for desktop and larger computers that
support medium to high bandwidth connectivity over general reliable data network (7).
The proposed system

The proposed system consists of two parts the first one explains the design with some details

and the second will display the results of the proposed system.
The Design of the System

This system is a three tier architectures, the first tier is the Wireless Mobile Client
(WMC) with the tools needed to perform the interaction with server computer, and the second
tier is the server computer with the tools needed to provide the service to WMC, and the third
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is the SQL Database The block diagram of the system is shown in Figure (1).

* Client Tier

Client tier is a WMC component represented by Micro Browser which is WAP device.
The WAP device send requests to the system by using Uniform Resource Locator (URL), then
the displays the home page to the client which represents the interface of the system. This
interface allows the wireless mobile client to interact with the system.
* Server Tier

This tier contains the watermarking module which consisting of watermark embedding
and extracting operations. It take the client information that entered by Active Server Page
(ASP) by using Active Data Object (ADO) from SQL database to watermarking embedding
operation which adds the watermark to the image dy using Least Significant Bit (LSB). The
system operates invisibly to client and its result return to wireless mobile client dy using ASP
with the release of Internet Information Service (IIS).
* Database Tier

The third tier of the system is the database system, the ASP is the primary interface to
relational SQL database. It deals with it by using (ADO) and Open Database Connectivity
(ODBC). Where (ADO) Objects provide an object oriented programming interface for
accessing data sources such as Microsoft SQL server and ADO directly in ASP. In this work
the ADO is used directly in ASP to access data source. (ODBC) mean is developed by
Microsoft to simplify the development of applications that need to be independent of database
platforms(8).
The Automatic System Work

The work of this system can be briefly described by the mechanisms that allow the
wireless mobile client to interact with the server, how the wireless mobile client would request
for embedding and extracting operations, and how the server would response to these requests
by using server watermarking application. The system is worked automatically without
interfere of wireless mobile client and the user does not see the entire work of the system.
Wireless Mobile Client Request for Embedding Operation

The watermark embedding gateway program accomplishes a watermarking request in the

following algorithm (1):

Algorithm (1) WM C request for embedding operation
Input: URL, the watermark and a secret key
Output: WML page.

Step1: The server gets the request from the information provided by the WMC by using the ASP,
including URL of the image; the watermark is to be embedded in the image and a secret key.
Step2: The server gets the image data to be watermarked according to its complete URL address.
Step3: Embed the watermark in image by Calling LSB embedding application that work by
replacing the LSB of image’s pixel value with one of watermarking bit.

Step4: Create a WML page which will be shown on the requester's micro browser, this page
reports the status of the watermark embedding process.

Wireless Mobile Client Request for Extracting Operation
This operation can be done by the following steps as shown in algorithm (2):
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Algorithm (2)WMC request for extracting operation
Input: URL, secret key
Output: The watermark
Step1l: The server gets the request from the information provided by the WMC using the WAP,
Including the complete URL of the watermarked image and a secret key.
Step2: The server gets the watermarked data according to its URL address.
Step3: Call watermark extraction application.

Step4: Create a WML page, and show it on requester's micro browser using ASP, this page
displays the extracted watermark and shows the verification result.

Server Embedding Application

This application works automatically, once the WMC requests the system service and
deals with system interface to fill the image's ownership information (Image URL, Watermark
to be embeded, and the Secret key) and sending this page to server to store it in its database, the
embedding application contains a timer which is an O’clock or pulse access to database each
second checking if a new information was added to database from any WMC, and if there is
any information added, it will be picked by this pulse , then the application would load the
image from the specified URL, and embed the watermark invisibly to image, then it would
store it on server hard disk.
Server Extracting Application

Once an image has been watermarked, the WMC can verify the presence of the
watermark and prove that the watermark that was added to this image is the same one stored in
server Database.

The proposed verification operation which depends on the server uses the original
watermark in its database. The verification process is done by the server automatically and it
consists of three steps (9):

e Retrieve the embedded watermark from the image to be verified.

e Retrieve the watermark from the server database according to the unique image
identification (URL).

e Compare the two watermarks that are retrieved from the image and the database, if the
matching occurs the serverwould send "The Watermark "to the client, otherwise the server
would send "not proved image" to the client.

System Implementation )

The proposed system consists of two applications which are web application (server
website application) and windows application (Watermark Embedding and Extracting
application).The windows application run automatically and it has no interface with the user.

The web applications have two main web pages that represent the user interface of

search engine. These pages are:

A- Embedding form page.

B- Retrieval form page.

These entire pages will be displayed and explained with an example, Figure (2)
depict the “friendship” image which is located at Mobile with its own phone number for
example (123456789).
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The WMC should fill all fields in the WML form appeared on its WAP device with
image information (URL, the watermark and the secret key) and click on the submit button
as shown in Figure (3).After submitting, the client should download the image from specific
file, then the server detect the WMC phone number and store it with the name of image in its
database with the other information that is entered in WML. This information that is stored in
the server database would become the parameter that activates the embedding module to embed
the watermark to the image and returns timer to SQL database to activate the ASP to return
HTML page result which would appear as WML at WAP device.

For Extracting choice the WMC can click on extracting button, and then the
Extracting Form page will appear to the user, the client should fill the field with his image
URL (as illustraed in table -1) and his secret key, then click on the submit button, Then,
verification result will be done automatically by the server and the watermark send to WMC in
anew WML page in order to prove the ownership as shown in Figure (4).

Conclusions
From this research, one can deduce the following:

1. The exhaustive study of mobile commerce principles, technology and security challenges gives us a
big view about the gaps of security in mobile commerce technology and architecture.

2. Information hiding application has its flexibility to be used with different
environments such as (PC, Wire and Wireless) environments.

3. Unique Image Identification is assigned to each image by using its URL, This means that the
watermark is added to the image only once , so there is no way for the thief to register the same
image at server, since there is a conflict between two users and the same image registered with
two WMC (Different Mobile number) the server would give the right to the one which has date
and time older than the second.
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Table (1): WM C information stored at server

URL Address Watermark Skey em-date
* 1 123456789*friendship Hello world 1234 | 25/1/2008
>
Client tier Server tier Database tier
(WMO) (Server computer) (database)
1 _
URL 2 |
L~ >
11—
WAP Web 7 ADO
device L Server =
8 v
9 Send 3 6 ODBC
Show HTML User
result page data
WML page 4
Watermarking |
(N Embedding& [ SOL DB
O] Extracting
operations 5 —
=

Fig. (1): The proposed system design
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Fig. (2): original image on WMC

Fig. (3): Embedding Form with WMC Information
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Fig. (4): verification result



