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Abstract

A lossless (reversible) data hiding (embedding) method inside an
image (translating medium) presented in the present work using LSB
(least significant bit) technique which enables us to translate data using
an image (host image), using a secret key, to be undetectable without
losing any data or without changing the size and the external scene
(visible properties) ot the image, the hiding data is then can be extracted
(without losing) by reversing the encoding process , knowing and using
the same secret key. This method tested by using two images and by
using several embedding bit rates , the result is that the host image
andistinguishable from the stego images , then we used (PSNR) and
(MSE) methods to fined the difference values between the host image and
the stego images.

Introduction

Steganography, coming from the Greek words stegos, meaning
(roof) or (covered) and graphia which means (writing), is the art and
science of hiding the fact that communication is taking place. Usmg
steganography, you can embed a secret message inside a piece of
unsuspicious information and send it without anyone knowing of the
existence of the secret message (1, 2).

Secrets can be hidden inside all sorts of cover information: text,
images, audio, video,... Usually steganographic utilities nowadays, hide
information inside images, as this is relatively easy to implement
However, there are tools available to store secrets inside almost any type
of cover source. It is also possible 1o hide information inside texts, sounds
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and video films for example. The most important property of a
cover soutce is the amount of data that can be stored inside it, without
changing the noticeable properties of the cover (1)

The best abject considered up to now is probably a digital image.
Digital images have the benefit of containing massive amounts of bytes to
designate pixel color for the photo (3).

A typical digital steganographic encoder is shown on Figure (1).
The message is the data that the sender wishes to remain confidential and
it can be as text, images, audio, video, or any other data that can be
represented by a stream of bits. The cover or host is the medium in which
the message is embedded and serves to hide the presence of the message.
This is also referred to as the message wrapper (4).

Hiding Information Inside An Image

Hiding information inside images is a popular technique
nowadays. An image with a secret message inside can easily be spread
over the World Wide Web or in newsgroups.

To hide a message inside an image without changing its visible
properties, the cover source can be altered in “noisy” areas with many
color variations, so less attention will be drawn to the modifications. The
most common methods to make these alterations involve the usage of the
least-significant bit or LSB, masking, filtering and transformations on the
cover image. These techniques can be used with varying degrees of
success on different types of image files(1).

LSB Embedding Technique

A digital image consists of a matrix of color and infensity values.
In a typical gray scale image, 8 bits/pixel are used (4). The most
important requirement for a steganographic system i5 the undetectability:
stego images should be statistically indistinguishable from cover images.
In other words, there should be no artifacts in the stego image that could
be detected by an attacker with probability better than random guessing,
given the full knowledge of the embedding algorithm, including the
statistical properties of the source of cover images, except for the stego

key (3).
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In the LSB method the least-significant bit of the chosen pixels in
the host image replaced with a secret message (hiding data) using a secret
key to introduce the sego image (1).

While the two images appear as the same and have the same size
the LSBs of each pixel in the host (original) image have been replaced
with a hidden message. The human eye cannot distinguish which of the
two images 15 the original image and which of them is the stego (coded)
image. While an image with LSB replacement and the original image may
be indistinguishable to the human eye, the empirical statistics vary (6).

[n the present work we used LSB technique to hide information
inside a gray scale image.

Data Hiding Method

There are two important components, cover image and hiding
data, in data hiding technique. The cover image € 15 an 8-bil gray scale
image. The size of cover image is m X n. The hiding data D embedded in
C is g-bits bitstream. We use the equation below to express image C, data
D and each pixel separately.

C={¢; |0<i<m0< j<n,c, €[0,255]}
D=[d |0<i<g,ge]l,2,3.4,5]}

The embedding steps are shown as follows:-

] - Select a numbet of pixels in the host image depending on a secret key
(according to a secret condition).

2- Decide a threshold value 1.

3- If the gray level value of a selected pixel satisfy the secret condition
and the threshold condition then the step (4) will be executed.

4- According to the value of each data bit d,- in hiding data D , we do the

Same change of the selected pixel value in the cover image C.
5- Keep all of the pixels values that don’t satisty the secret conditions as

the same.
6- The stego image is the image generated by steps < and J.
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To extract the hiding data from the stego image we use the same secret
conditions (the essential element of the process) and reverse the process
steps.

The Results
After applying the proposed LSB method the results are presented

as following:-

|- The amount of the hiding data depending on the size (dimensions) of
the host image, where the amount of embedding data equals to ( 774
b5y for the rabbit image (its dimensions are 300 x 200) while the
amount of embedding data equals to (600 bits) for the air plane image
(its dimensions are 200 x 200) when the rate embedding data equals to
| bit and so on.

2- The stego images have the same size of the host images and the

same visible properties then the human eyes cannot distinguish

between the two images.

3- The distortion began when the embedding rate equals to (3
bits).

4- The hiding data can be extracted without losing so this
method can be used to transmit data.

5- Peak signal to noise ratio (PSNR) and The mean square error

(MSE) has been computed for each data hiding rate and the minimum
value of (PSNR) was (56 db) for the rabbit image and the minimum
value was (55 db) for the airplane image, that means the difference
cannot be detected where the human eye cannot detect the difference
between two images if the PSNR value is bigger than 30 db.

6- This method cannot be destroyed after compression and
decompression process, which means the receiver, can extract the
hiding data completely.

Figure (2) shows the host images (original) and the stego images
(coded) for each number of embedding bit, and table 1 shows the number
of changing pixels, the number of embedding bits and the values of PSNR
corresponding to each case.
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Conclusion

A lossless (reversible) data embedding technique is presented ,
this technique depends on least significant bit (LSB) method, by changing
the grey scale of chosen pixels in the host image.

The amount of embedding data and changing pixels depend on the
capacity (size) of the host image and the number of embedding bits. In
spit of changing the statistical properties of the image the human eyes
cannot detect the difference between the host and the stego image so this
method can be used to translate secret data without detection.
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Table: (1) Number of changing pixels , number of embedding bits
and the corresponding (PSNR) and (MSE) values.

Image | Embedding | Number Total MSE | PSNR(db)
hit rate of number of
changing | embedding
pixels bits
| bit 774 774 0.0085 68
2 bits 774 1548 0.0341 62
Rabbit | 3 bits 774 2322 0.0768 59
4 bits 774 3096 0.1365 56
5 bits 774 3870 0.2133 34
[ bit 600 600 0.0104 67
2 bits 600 1200 0.0416 61
Airplane | 3 bits 600 18300 (0.0936 38
4 bits 600 2400 (.1664 35
5 bits 600 3000 0.2600 33
Cover
Image
Secret Algorithm Stego
Message Embedding Image
Secret
Key

Fig. (1) Steganographic encoding system.

58




IBN AL- HAITHAM J. FOR PURE & APPL, 8CI YOL.21 (1) 2008

I
Fig. (2) (a,f) Host images (original). (b,g) Stego images (1 bit
embedding),(c,h) Stego images (2 bits embedding),(d,i) stego

images

(3 bits embedding), (e,)) stego images (4 bits embedding).
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