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Abstract

A new method presented in this work to detect the existence of hidden
data as a secret message in images. This method must be applyied only on
images which have the same visible propertics (similar in perspective)
where the human eyes cannot detect the difference between them.

This method is based on Image Quality Metrics (Structural Contents
Metric), which means the comparison between the original images and
stego images, and determines the size of the hidden data. We applied the
method to four different images, we detect by this method the hidden data
and find exactly the same size of the hidden data.

Introduction

The term Steganography means “covered writing” which involves
transmission of secret messages through apparently innocent files without
detection of the fact that a message was sent, The innocuous files are
known as the cover (clean) medium , while the file containing the hidden-
message is referred to as the stego (infected) medium, there are many
tools available that can hide message in images as audio and video files .

The process of detecting S‘teganographlc messages 1s known as
Steganalvsw and a particular Steganalysis techmque is called an attack, If
the image is carefully chosen then visual detection is difficult (1).
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Steganalysis is the discovery of the existence of hidden information, The
goal of Steganalysis is to discover hidden information and to break the
security of its carriers (2).

In the present work Tmage Quality Metrics method will be used as a
Steganalysis method to stegdetect the hidden data (security message in
images.

Image Quality Metrics

Image quality metrics (IQM) are essential for most image processing
applications. Any image and video acquisition system can use the quality
metrics to adjust itself automatically for obtaining improved quality
images. They can be used to compare and evaluate image processing
systems and algorithms (3).

Image quality metrics are paramount to provide quantitative data on
the fidelity of rendered images. Typically the quality of an image
synthesis method is evaluated by using numerical techniques which
attempt to quantify fidelity using image to image comparisons, Several
image quality metrics have been developed whose goals are to predict the
visible differences between a pair of images (4).

Present technique for steganalysis of images has been potentially
subjected to steganographic algorithms, both within the passive warden
and active warden frameworks. Present hypothesis is that steganographic
schemes leave statistical evidence that can be exploited for detection with
the aid of image quality features and multivariate regression analysis. To
this effect image quality metrics have been identified according to the
analysis of variance (ANOVA) technique as feature sets to distinguish
between cover-images and stego-images. The classifier between cover
and stego-images can be built by using multivariate regression on the
selected quality metrics and trained It is based on an estimation of the
original image.

A good (IQM) should be accurate in predicting quality, in the context
of steganalysis. Prediction accuracy can be interpreted as the ability of the
measure to detect the presence of a hidden message with a minimum error
on an average.

This work is based on the fact that the hiding information in digital
media requires alterations of the signal properties that introduce some
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form of degradation. No matter how small; these degradations can act as

signatures that could be used to reveal the existence of a hidden message.
Image quality metrics are categorized into six groups according to the

type of information they are using. The categories are:

- Pixel difference-based measures.

- Correlation-based measures.

- Edge-based measures.

- Spectral distance-bascd measures.

- Context-based measures.

- Human visual system-based measures (3, 6).

Structural Content Metric

It is one of the correlation-based measures. It means the closeness
(relationship) between two digital images which can also be quantified in
terms of correlation function. This metric measures the similarity between
two images. Hence in this sense, it is complementary to the difference-
based measure.
The Structural Content Metric is based on the following equation.
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Where:
S  Structural content value,
N the size of the images under test.

G, 7)) - i, J')m pixel value of original image.
Cl, 1) j')m pixel value of stego image.

Thus this method depends on the similarity between the original and
stego images. Therefore inorder to avoid any error in the results, the same
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processes must be applied on the two images and the two images under
test must be the same in the external scene (visible properties). That
means the human eyes cannot distinguish between them (5,6).

Results
As we see from fig. (1), while the two images seem similar to each other,
in fact they are different in the structure. From fig. (1) and table (1) we
can conclude the following results:
-The results of applying the method on the image with itself [(al) with
(al), (b1) with (b1), (c1) with (c1), and (d1) with (d1)] the Structural
Contents Metric value equals to (1) (maximum value) and the hidden
data length value equals to (zero). That means the two images (under
test in this step) are identical.
- The results of applying the method on the images (al and a4)
Structural Contents Metric value were as follows: (0.939811),
between (bl and b4) was (0.961 134), between (cl and c4) was
(0.974694), and between (d1 and d4) was (0.943935) .That means the
two images under test seem the same (to the human eyes) but in fact
they are not, and these values represent the similarity factor between
them.
- The values in the forth column represent the amount of hidden data
(secret message) in the stego image which is exactly the reason of the
difference (dissimilarity) between the images.,
- When the structural contents metric value equals to (1) that means
there is no existence of the hidden data (no stego image).

Conclusion

A new method is presented in order (o detect a possible hidden data
(secret messages) in stego images based on the image quality metrics
(structural contents metric) which depends on the similarity and
dissimilarity between two images which seem the same to the human eyes
(identical).This method detects the hidden data and calculates its size
successfully. So it can be used to compare any two comparable images.
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Table (1) Image comparing, Structural Content Metric value,
embedding bit rate and hidden data length,

Image comparing ‘ Embedding bit |  Structural Content Hidden dalz
rate Metrie length (bat)
=iy Value
Image (al) With Image (al) ZEI0 ! 1 zero
Image (al) With Image (a2) 1 0.979379 3 20000
Image (al) With Image (a3) 2 0.955322 180000
Image (al) With Image (ad) 3 0.535811 270000 |
Image (b1) With Image (b1) _ Zem L Zero
Image (b1) With Image (b2) 1 0.986677 149983
Image (b1) With Image (b3) 2 0.973588 299966
Image (b1) With Image (b4) 3 0961134 44949 |
Image (c1) With Image (c1) Zero 1 zero
| Image (c]) With Image (c2) 1 0.987231 300000
Image (c1) With Image (c3) 3 2 0.974694 600000
Image (c1) With Image {c4) 2 (.962383 900000
mage (d1) With Image (d1) 7Er0 2 1 ZEro
Image (d1) With Image (d2) 1 0.980803 160000 |
| Image (d1) With Image (d3) 2 1.962120 320000
|
| Image (d1) With Image (d4) ] | 0.943935 480000
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Fig. (1) (a1,b1,c1,01) host images (a2,a3,a4,b2,b3,bd,c2,c3,c4,d2,d3,d4)
Stego images.
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