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 Abstract  

     Cryptography is a critical approach to secure data transmission and protection for authentication 

and privacy. It is a discipline related with communication system confidentiality. Recently, integral 

transform approach has been employed by many researchers to increase the power of encryption 

and decryption processes in cryptography. A group of practices known as information security are 

meant to stop unwanted access or changes to data. Cryptography is the sole thing preventing the 

hacker from reading protected data if they are able to bypass the security firewall, passwords, and 

other precautions put in place to keep them out. Thus, cryptography aids in data protection for both 

individuals and organizations. In order to prevent the ciphertext from being utilized for plaintext 

replication without the corresponding key, cryptography aims to transform plaintext into ciphertext 

that may be communicated across insecure communication channels. The number of multiples of 

mod n serves as the key in the newly designed cryptographic technique in the proposed work, which 

makes use of the Gupta transform. As a result, any kind of attack by an eyedropper finding the key 

would be exceedingly tough. The integral Gupta transform uses the symmetric cryptosystem where 

the key must stay secret and shared between the involved parties only to encrypt the transmitted 

plaintext. The Inverse integral Gupta transform is used to decrypt the received ciphertext back into 

its original context. The ability of integral Gupta transform is exhibited for the encryption and 

decryption processes in cryptography and in general, in the area of data security with the help of a 

practical application.  
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1. Introduction 

         Cryptography, a discipline concerned with safeguarding communication and information 

from hostile forces, serves as an indispensable component in multiple facets of contemporary 

existence. Such areas encompass the protection of electronic transactions, the preservation of 

delicate data, and the assurance of privacy in communication [1, 2]. At its essence, cryptography 

entails the conversion of plaintext (ordinary, comprehensible information) into ciphertext 

(illegible data) through the utilization of cryptographic algorithms and keys [3, 4].
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The principal aims of cryptography encompass confidentiality, integrity, authentication, and non-

repudiation. Cryptography relies on cryptographic algorithms, which are mathematical functions 

designed to perform encryption and decryption operations. These algorithms can be symmetric or 

asymmetric. In the realm of symmetric cryptography, the identical key is employed for both the 

process of encryption and decryption. This approach proves to be efficient when dealing with 

sizable quantities of data, although it necessitates a secure methodology for the exchange of keys 

between the parties engaged in communication. On the other hand, asymmetric cryptography relies 

upon a pair of keys: one public key for encryption purposes and one private key for decryption 

purposes. This type of cryptography obviates the need for key exchange, yet it does involve a 

greater degree of computational intensity compared to symmetric cryptography [5-10]. 

Cryptography as a whole is an ever-evolving field, characterized by ongoing research efforts aimed 

at developing more robust algorithms and protocols in order to counteract emerging security 

threats. It serves as the foundational basis for secure communication and the safeguarding of 

information in the era of digital technology. The majority of people use the internet for 

transactions, e-mail sharing of important information, online payments, business, video 

conferencing, online shopping, and other purposes. Security is crucial for all of these uses. 

Cryptography serves a purpose in security. Cryptography enables us to hoard sensitive information 

or pass on it over insecure internet networks so that it can only be looked through by the intended 

recipient [11, 12].  

The main purpose of cryptography  is to allow two people to communicate over an insecure 

channel in such a way that the adversary cannot understand what is being said. Encryption is 

the act of masking data so that it becomes unreadable without special knowledge. This is usually 

done for confidentiality and usually confidential communication. Encryption is an algorithm that 

performs encryption (and reverse decryption) in a well-defined series of steps that can be followed 

as a procedure. The raw data is known as plaintext and the encrypted form is ciphertext. An 

encrypted text message contains all of the plaintext information but is unreadable by a human or 

computer without an appropriate decryption mechanism. Encryption is usually 

parameterized with auxiliary information called a key. Without a key, encryption cannot be used 

to encrypt or, more importantly, decrypt [13,14].  

Recently, researchers have been laboring to shield and preserve data from penetration by attackers. 

They are finding new approaches of encryption that are sufficient to shield the data of 

governmental and non-governmental organizations, where encryption takes part an important role 

in data security and protection [15, 16]. In the field of cryptography, integral transforms have been 

tried to the exponential functions of prepositions in encoding and decoding operations [17].  In 

this paper, the Gupta integral transform has been tried in the field of cipher, an approach of writing 

in which a confidential pattern of a specified set of letters or symbols is employed to represent 

other letters or symbols, for the encoding of a plain text, and then decoding this cipher for getting 

the original text.  

Some topics in cryptography need to be explained; these notions include [10, 11]:  

➢ Plaintext: the information has to be communicated and it is clear and thorough.  

➢ The term "ciphertext" refers to the processed, unidentifiable form of plaintext that the 

encryption method would convert over an open, unprotected channel.  

➢ A mathematical approach known as an encryption algorithm is used to produce an 

encryption key and alter plaintext data such that it becomes unintelligible.  
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➢ The decryption algorithm is a mathematical method that employs a decryption key to 

convert incoming ciphertext into plaintext.  

➢ Cryptography is divided into three branches: symmetric, asymmetric, and protocols. The 

main difference between these branches is how the cryptographic key is handled. In a 

symmetric cryptosystem, the key must stay secret and shared between the involved parties 

only. In asymmetric cryptosystems, two keys are used, private and public. The protocols 

deal with applications of cryptographic cryptosystems.  

The proposed technique uses the symmetric cryptosystem where the key must stay secret and 

shared between the involved parties only. The key can be transmitted over a secure channel, such 

as a VPN or SSL/TLS connection, to prevent interception or tampering by malicious parties. For 

ultimate security, key can be exchanged physically using methods like hand delivery or secure 

courier services. 

 

The integral Gupta transform has been proposed by the authors Rahul Gupta and Rohit Gupta, and 

is put into words for a function of exponential order [18]:  

Considering functions in the set C, that is 𝐶 = {𝑔(𝑡): ∃ 𝑅, 𝑞1, 𝑞2 > 0, |𝑔(𝑡)| < 𝑅𝑒𝑞𝑖|(𝑡)|, 𝑖𝑓 𝑡 ∈

(−1)𝑖𝑋[0, ∞)}.  

For a given function in set C, the constant R must be a finite number, 𝑞1 𝑎𝑛𝑑 𝑞2, may be finite or 

infinite.   

The integral Gupta transform of a function 𝑔(𝑡) is put into words by the integral equations [19]: 

Ṙ{g(t)} = 𝐺(𝑞) =
1

 𝑞3 ∫ 𝑒−𝑞𝑡∞

0
𝑔(𝑡)𝑑𝑡, 𝑡 ≥ 0 , 𝑞1 ≤ 𝑞 ≤  𝑞2. The variable q is provided to factor 

the variable t in the declaration g(t). 

The integral Gupta transform of specific functions [20] is given by 

         1.      Ṙ {1} =
1

 𝑞3 ∫ 𝑒−𝑞𝑦∞

0
 𝑑𝑦 = −

1

 𝑞4 ( 𝑒−∞ −  𝑒−0) = −
1

 𝑞4
(0 − 1) =

1

 𝑞4 

                Hence Ṙ{1} =
1

 𝑞4 

       2.      Ṙ {𝑦𝑛} =
1

 𝑞3
∫ 𝑒−𝑞𝑦

∞

0

𝑦𝑛 𝑑𝑦 =
1

 𝑞3
∫ 𝑒−𝑧

∞

0

(
𝑧

𝑞
)

𝑛 𝑑𝑧

𝑞
 =

1

𝑞𝑛+4
∫ 𝑒−𝑧

∞

0

(𝑧)𝑛𝑑𝑧 

Using the property of gamma function, 

                Ṙ{𝑦𝑛} =
1

𝑞𝑛+4
⌈(𝑛 + 1)  =

1

𝑞𝑛+4
𝑛!  =

𝑛!

𝑞𝑛+4
 

               Hence Ṙ{𝑦𝑛} =
𝑛!

𝑞𝑛+4  

 

2.  Proposed Cryptographic Methodology 

        The scheme carried out at the transmission end (where the data is encrypted) is as follows: 

✓ Before starting the encryption process, the sender and receiver must agree on a key called 

R Key (say). 

✓ The plain text message is sorted out as a finite chain of numbers.  

For example, A = 1, B = 2, C = 3, D = 4…….Z = 26. 

✓ If we consider that the number of terms can be represented in the plain text as p = (n+1), 

then we can form a polynomial g(t) of degree p = (n-1) with an operand considered as a 

given chain term. 

✓ Take the integral Gupta transform of a polynomial g(t) found above. 

✓ Find the ciphertext 𝑔s such that gs ≡ ps mod 26 for all s = 0, 1, 2,…n. 

✓ The values of 𝑔s for all s (= 0,1,2,….n) will be the encrypted message. 
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✓ Find the key ks such that ks ≡ (ps - gs)/26 𝑓𝑜𝑟 𝑎𝑙𝑙 s = 0, 1, 2…n. 

✓ Thus ps = 26𝑘s  +gs for all s = 0, 1, 2,…n.  

✓ The finite sequence that represents the ciphertext is generated. 

The scheme carried out at the receiver end (where the received data is decrypted) is as follows: 

✓ Consider the ciphertext and key received from the sender through a secure channel. 

✓ Convert the given ciphertext to the corresponding finite chain of numbers using the given 

key ks for all s = 0, 1, 2,....,n. 

✓ Finding ps =26𝑘s + gs  for all s =1,2,3,…,(n+1). 

✓ Taking the inverse Gupta transform of G(q). 

✓ After converting the numbers in the preceding finite chain to alphabets, the original plain 

text is obtained.  

3. Practical Application of GIT in Cryptography  

         Here, the practical application of GIT in cryptography for the encryption and decryption of 

plain text will be shown. 

3.1 Encryption (Encoding) Stage  

      This stage is implemented through the transmitter, encryption is applied to the information to 

convert it from consistent to inconsistent information.  

The plain text is transformed into their corresponding serial numbers i.e.   

A ≡ 1, B ≡ 2, C ≡ 3, D ≡ 4, ……., Z ≡ 26.   

The text is arranged as a confined series. For instance, the characters of text: “RESEARCH” are 

transformed into their corresponding serial numbers:  

R ≡ 18, E ≡ 5, S ≡ 19, E ≡ 5, A ≡ 1, R ≡ 18, C ≡ 3, H ≡ 8.  

Here the length of the text i.e. the number of plaintext characters, p = 8. So, the confined series of 

the text is: (18, 5, 19, 5, 1, 18, 3, 8).  

Now, polynomial g(t) of degree n = 7 can be formed with an operand considered as a given chain 

term and is written as 

g(t) = 18+ 5t+ 19t2+ 5t3+ 1t4 + 18t5 + 3t6 + 8t7  

Taking Gupta transform [19] to the above equation, we have       

𝐺(𝑞)= 18
1

 𝑞4 + 5
1

 𝑞5 + 19(
2! 

 𝑞6) + 5 
3!

 𝑞7 + 
4!

𝑞8 + 18 
5!

𝑞9 +3
6!

q10
  + 8 

7!

q11
 

𝐺(𝑞)= 
18

 𝑞4 + 
5

 𝑞5
 + 

38

 𝑞6
 + 

30

 𝑞7 + 
24

q8
  + 

2160

q9
 + 

2160

q10
 + 

6720

q11
  = ∑

𝑝𝑠

𝑞𝑠+4
7
𝑠=0                                                    (1) 

Now finding the ciphertext gs where gs = ps mod 26 for all s = 0, 1, 2…..7, we have  

g0 ≡  18 mod 26 = 18. 

g1 ≡  5 mod 26 = 5 

g2 ≡  38 mod 26 = 12 

g3 ≡  30 mod 26 = 4 

g4 ≡  24 mod 26 = 24 
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g5 ≡  2160 mod 26 = 2 

g6 ≡  2160 mod 26 = 2 

g7 ≡  6720 mod 26 =12 

Therefore, ps = 26ks + gs, for all s = 0, 1, 2,…………,7 

Here the key ks for all s = 0, 1, 2…………7 is 

k0 = 0, k1 = 0, k2 = 1, k3 = 1, k4 = 0, k5 = 83, k6 = 83, k7 = 258 

The encryption operation fashioned a new confined series as: 

{g0, g1, g2…… g7} = {18, 5, 12, 4, 24, 2, 2, 12} 

This confined series obtained is called ciphertext, which is transcoded to the ciphertext letters 

“RELDXBBL” respectively. This ciphertext will be transmitted to the receiving party over an 

unsecured channel. 

3.2 Decryption (Decoding) Stage 

       This stage is implemented on the encrypted text to alter it into consistent information.  

The encrypted ciphertext and the key are received from the transmitter via a protected route. For 

instance, the received encrypted text, here is ‘RELDXBBL’, and the key is {0, 0, 1, 1, 0, 83, 83, 

258}.  

The received encrypted text is altered into the equivalent finite chain of the numbers:  

{g0, g1, g2…… g7} = {18, 5, 12, 4, 24, 2, 2, 12} 

Since ps=26𝑘s + gs for all s =1,2,3,…,8, therefore, p1 = 18 , p2 = 5 ,p3 = 38 ,p4 = 30 , p5 = 24 , p6 = 2160, 

p7  = 2160, p8 = 6720. 

Taking the inverse Gupta transform [20] of G(q) i.e. 

Ṙ−1{𝐺(𝑞)}= Ṙ−1{
18

 𝑞4 + 
5

 𝑞5
 + 

38

 𝑞6
 + 

30

 𝑞7 + 
24

q8
  + 

2160

q9
 + 

2160

q10
 +  

6720

q11
} , we obtain 

g(t) = 18+ 5t+ 19t2+ 5t3+ 1t4 +18t5+3t6+8t7  

The original plaintext "RESEARCH" may be recovered by treating the coefficients of the 

polynomial g(t) as a finite sequence {18, 5, 19, 5, 1, 18, 3, 8} and then translating the number of 

the finite sequence to its corresponding alphabet letters, as A=1, B=2, C=3, to Z=26. 

 

4. Discussion  

     In this paper, the effectiveness and positive result of integral Gupta transform in the field 

of encryption was demonstrated, because it was used to encrypt plaintext and convert it into 

encrypted ciphertext, and its inverse showed a positive result to return ciphertext to plaintext. The 

required plaintext letters are first encoded into their corresponding alphabetic numbers, beginning 

with A as 1 and ending with Z as 26, as part of the cryptography scheme's proposed encryption 

algorithm. Next, a series is created that is used in a polynomial with an order n equal to the length 

of the taken plaintext minus one. The obtained polynomial is transformed using the Gupta 

transform to produce the ciphertext that is sent across an unprotected channel for the recipient to 
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receive and decrypt. The key that the recipient will need to decrypt the ciphertext is also the 

sending party's responsibility. The receiver should receive the produced key via a secure channel. 

The key can be transmitted over a secure channel, such as a VPN or SSL/TLS connection, to 

prevent interception or tampering by malicious parties. Moreover, the key can be splitted into multiple 

parts and each part can be sent separately using different communication channels. This method, known as 

secret sharing, requires the recipient to combine the parts to reconstruct the original key. In addition, for 

the ultimate security, key can be exchanged physically using methods like hand delivery or secure 

courier services. The ciphertext key is generated into a finite series as part of the proposed 

cryptographic scheme's decryption procedure. The ciphertext original is then recovered from the 

coefficients of the resulting polynomial by applying the inverse Gupta transform to the finite series.  

 

5. Conclusion 

     The proposed paper has presented a new cryptographic scheme using integral Gupta transform. 

The capacity of the Gupta transform to produce a distinct series that differs from other series 

produced by cryptographic techniques that use other integral transforms is demonstrated by the 

practical implementation of the suggested cryptographic strategy on an example. Because of this 

characteristic, the Gupta transform is a useful tool that can be used in the expanding and evolving 

field of data security as a stand-alone cryptography technique or as a component of more complex 

techniques. The key of the proposed scheme is the number of multiple of mod n and is extremely 

difficult for an eyedropper to trace the key by any attack. The proposed technique can be developed  

and its strength can be increased by utilizing the exponential, trigonometric or logarithmic 

functions or by combining the integral Gupta transform with other integral transforms available in 

the literature like Laplace transform, Elzaki transform, Sumudu transform, SEE transform, Aboodh 

transform, Rohit transform, Dinesh Verma transform, etc.   
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