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Abstract  

Video communications in our digital world, video communications 

have exploded and are now a general reality for all industries from virtual 

conferencing, telemedicine, online education to secure government 

communications. The video data has to be transmitted in a secure and 

efficient way since the information conveyed by it, in most of the cases 

should not lose its integrity. The advocated system raises the level of 

security of video conferencing systems to a larger extent and offers a 

solid base for ensuring the authenticity and integrity of shared multimedia 

content. The system provides temporal motion-enhancement using Galois 

field, the time complexity of an algorithm is linearly proportional with the 

size of video. Using parallelism, the time taken can be much decreased. 

The time complexity of RSA (Key Encryption) is not much indifferent 

because key size is small as compared to video the proposed AES 

algorithm with 4D logistic map integration provides the efficient solution 

for encrypting video call conversations. Through complicating and ran 

doming the encryption process, this method is more secure against current 

cyber threats. The PKI based key management, HMAC for data integrity 

and parallel processing to improve the performance similar processes 

strengthens this encryption scheme. We then used and evaluated the 

proposed method, and we found it to be best in terms of maximum 

security with optimal complexity.   

Keywords: RSA, AES algorithm, 4D logistic map, HMAC, PKI. 

  

1. Introduction  

Video is a method of capturing and playing back motion using a rapid succession of frames 

that appear at just the right speed for the illusion of continuous movement. Video has been 

widely applied in applications including entertainment, education, advertising, and 

communication; the top video formats, according to various uses, include the following: 

AVI, MP4, MOV, MKV, FLV, WMV, WEBM, 3GP, MPEG, H.264, and HEVC (H.265) 
1, 2

. 

The number of formats can be a function of skill development and intended use. Whether 

sensitive video content (referred to as video), e.g., commercially valuable information, needs to 

be protected against unauthorized access or reproduction without authorization. Whether in 

storage or in transit over the Internet or other networks, confidentiality is the process of 

protecting information so that the video is released only to unauthorized receivers 
3, 4

. 

The importance of video confidentiality: protect sensitive content, such as security recordings, 

medical videos, or private meetings, to safeguard intellectual property rights and to prevent 

copyright infringement or illegal copying
5,6

. The communication landscape has changed 

dramatically in recent years, particularly in the field of professional and educational interaction. 

Video conferencing technology has enabled a quick and relatively smooth transition to virtual 

meetings, which was further accelerated by the COVID-19 pandemic
7, 8

. When organizations and 

institutions were forced to switch to remote work, the use of virtual meeting platforms was also 
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trending up
9, 10

. All these have helped to highlight the need for security controls to protect data 

from compromise and loss. In a virtual meeting, you always run the risk of sharing sensitive 

information or decision-making processes when breaking down bad news or proposing 

something new that could be attacked post-meeting
11, 12

. 

Virtual meetings have certainly made everything leaner and soggier, but the encryption used to 

secure such virtual conversations today is not strong enough to fend off bad actors. This task of 

the on-the-fly encryption of video and audio streams may not be solved by conventional 

cryptographic (encryption) algorithms, as they might not provide a good compromise between 

security and performance
13, 14

. 

One of the dual issues is working on an encryption system that is basically non-hackable, and the 

other problem lies in maintaining such a high-quality, but at an engineering level tough, media 

encoding protocol that should not introduce any latency while leading towards real-time 

communication.
 15, 16

 The significance of security in a virtual meeting cannot be underestimated. 

The information is highly sensitive and is transmitted over less secure networks, so it must be 

secured in terms of confidentiality, integrity, and authenticity
17, 18

.  

Security breaches in a virtual meeting are just as perilous, leading to losing intellectual property, 

revealing sensitive information, or resulting in destructive financial and reputational impacts for 

the organizations. As such, a strong encryption strategy is desperately needed to solve these 

security challenges 
19

. 

The main scientific contribution of this work is the design and implementation of a new 

advanced scheme based on hybrid video encryption in a proposed improved framework, by 

combining AES, RSA, and PKI, along with a 4D Logistic Map for randomness improvement and 

enhanced resistance against statistical attacks, and for secure key exchange in less time by using 

parallel processing through implementation to meet real-time requirements for virtual 

conferencing applications. Virtual meetings and video conferencing approaches have been 

employed by many researchers. This work combines major past studies concerned with security 

in digital video; however, the topic began before this date, and the main research studies are 

summarized as follows: 

A paper 
20

 addressed data security in cloud environments by proposing a hybrid cryptosystem 

that combines the strengths of AES (symmetric encryption) and RSA (asymmetric encryption). 

Their experimental analysis concluded that AES is more suitable for encrypting data stored in 

cloud applications due to its superior performance metrics regarding time complexity and 

resource utilization. While in 
21

, the study discussed the widespread adoption of video conferencing 

software like Zoom during the COVID-19 pandemic, emphasizing security concerns such as “Zoom 

bombing” and confidentiality breaches. Zoom uses AES-256 encryption to keep cyberattacks at bay, but 

the study exposed weaknesses in their security protocols. For all of these vulnerabilities, the authors 

introduced a novel framework to empower users with more instructiveness in securing audio/video files 

that can be used for comprehensive mitigation. In another paper, 
22

 introduced a discussion of Zoom 

end-to-end encryption. In October 2020, an advertisement for a version of the video 

conferencing platform Zoom leaked, which was supposedly contained some E2EE properties. 

The researchers also discovered a number of issues, such as insiders being able to join meetings 

under the guise of users if they can access still-encrypted streams. Insight into possible attacks 

and proposed countermeasures to enhance the encryption security of Zoom.  

Another study
23

 proposed a lightweight user authentication scheme on a block chain to enhance 

the security of the cloud-based videoconferencing system, which boosted considerably due to the 

COVID-19 pandemic. Using a private version of a block chain and a time consensus algorithm, 

the system guarantees decentralization in user authorization and lowers latency, making it fit for 

high-speed video applications.
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2. Material and Methodology 
The proposed system is aimed at providing secure encrypted video data for real-time virtual 

communication. A logistic map is embedded to update encryption keys in a time-varying 

manner, and public key infrastructure (PKI)-based secure key exchange and authentication are 

adopted. Figure 1: Proposed system design 

 
Figure 1. Proposed system design video encryption 

 

Fusing the logistic map in AES increases security and better resists traditional attacks, thus 

making the algorithm stronger. By injecting a messy key into the AES encryption stage, we 

dynamically modify the static LMO. The merit of combining the logistic map with AES adds 

randomness and much disorder into the cryptosystem at a high level, which is virtually 

impossible to determine. Enhanced Security: As we change the sub keys and use a modified S-

box, it makes the encryption more secure against mathematical attacks like differential and linear 

cryptanalysis. The enhanced encryption flexibility and integration enable the customization of 

the basic aspects of AES, which leads to flexible applications. 

 S-box from S-box generated with the help of the logistic map. Instead of having a static S-box in 

AES, we have proposed using a changing, correlated S-box, where messy keys are formed based 

on the basis of a logistic map. This will complicate and obscure encryption. Adaptive Add 

Round Key: In every round, we add an S key in place of the key by using the logistic map, not 

the general key as used in AES. This additional layer of complexity in the encryption increases 

because the messy keys will be different in each round. 

The 4D logistic map proposed is a development of the standard logistic map with new 

interdependent and higher-order terms among four variables (docsity.com109). It was shown 

how functions can be realized if, instead, agreement is restricted to an interval, 0 < = context, 

where finite precision of formal analog computations is considered. 

(x, y, d, and w). All variables are updated in a discrete time step, driven by their own dynamics 

and interactions with one another. 

Suggesting a Logistic Map 4D 

         (    )       
          

      
                                                                                         ( ) 

         (    )       
           

      
                                                                                       ( )   
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Where: 

 U x, u y, u d, u w: Chaotic parameters  

 L, S, Q: Control parameters influencing the system's dynamics. 

 x0, y0, d0, w0: Initial conditions. Benefits of Dynamic S-Box 

The final mathematical description of the proposed system can be written as in Equation 5. The 

integrated encryption model combines a 4D Logistic Map, Enhanced AES, and a Parallel 

Processing Technique’s. 

                     (                 )                                                                      ( ) 
Where: 

 H represents the chaotic transformation function.  

 K dynamic K_{dynamic}K dynamic is the dynamically generated AES key.  

- Enhanced Security: Dynamic S-Boxes increase resistance to attacks like differential and linear 

cryptanalysis. 

- Session Uniqueness: Each session generates a unique S-Box tied to the AES key. 

- Improved Performance: Chaotic sequences are computationally efficient and provide high 

randomness. 

Practical for Video Encryption: Suitable for real-time encryption, as S-Box generation is 

lightweight and adaptable. Integrating the 4D Logistic Map with AES ensures robust encryption, 

especially for sensitive applications like video communications. Figure 2 explains the flowchart 

of Enhancing AES by the 4D Logistics Map. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Figure 2. Flowchart of Enhancing AES by 4D Logistics Map 
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Initialize the logistic map 

parameters, initial values 
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the AES Sub Bytes 

transformation2552552
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3. Test Suite Results Analysis 

     Although referring to the results from the NIST Test Suite for the generated cryptographic 

keys, we obtain P-values that appear as keys: 

P-values are used in cryptographic security testing to determine whether any sequence can be 

believed to be random. P-values signal randomness levels, with the higher the P-value, the 

greater the randomness. This satisfaction of a P-value greater than 0.01 is often the acceptable 

threshold in cryptographic practices for the adequacy of our most conservative key (Figure 3).  

 
Figure 3. Results of NIST Test 

 

The high P-values obtained across all keys indicate that the RSA key and AES key utilized in our 

proposed hybrid encryption system for safe video transmission are random to a great extent. This 

is important because it increases security in the cryptographic process by making it nearly 

impossible to predict a key value, which would be frustrating for attackers. 

With such a meticulous process, it is assured to prevent one of the key compromises as well and 

will support the continuous improvement and augmentation of trustworthiness functions held by 

users cryptographically. 

The P-value is defined as the probability of observing the test results or more extreme results, 

given that the null hypothesis is in fact true. 

3.1 Interpreting P-values 

P-value > 0.01: This is usually true with a p-value greater than 0.01, meaning it probably is 

random to some extent. This means that it is random enough for cryptographic purposes. 

P-value < 0.01: It indicates that the sequence is random, and a P-value ≤ 0.01 demonstrates that it 

is significantly non-random. In most cases, this result will cause the randomness test to fail and 

warn that the number generation used for cryptographic key creation is weak. 

A P-value above 0.01 according to the randomness test based on NIST standards suggests a pass 

with a high level of statistical significance. This threshold is such that the probability of detecting 

non-randomness in a byte stream should be acceptably low (from a cryptographic point of view) 

to offer strong resistance against various cryptographic attacks. And below are the test results 

with the updated dataset and these thresholds: 

Mono Bit Frequency Test (Key 6, Key 13, Key 14, Key 15): The proposed key-based results 

passed the NIST strength level with P = 0.964750. It is close to a random distribution of bits due 

to its high value. 

Block Frequency Test (Key 2, Key 3, Key 8, Key 11, Key 12, and Key 16): The P-value of 

'0.825115' indicates good block distribution randomness in the block frequency test, well above 

the NIST standard. 
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Key 9: Runs Test P-value = 0.859684. This means the lengths of runs are quite random, just as 

specified by NIST for randomness tests. 

Longest Run of Ones in a Block (Key 4, Key 7): P-value = 0.894524. So this test is strong 

evidence that the runs of ones are not clumped and therefore cannot be exploited by known, 

reactively automated attacks to get the keys. 

Rank Test: Binary Matrix Rank (Key 1, Key 4P-value = 0.929568. The matrix ranks were both 

random and non-standard, suggesting a lack of any binary dependence that would suggest such 

security concerns.   

Linear Complexity Test (Key 10): This particular test result equated to a P-value of exactly 

1.000000 and leads us to the conclusion that this pseudorandom bit sequence is in close 

proximity to pure randomness in question. It involves all randomness expectations from NIST 

and carries remarkable security for any cryptographic application going forward. 

Results in this subsection demonstrate a very good adherence to NIST standards for all evaluated 

keys in terms of randomness. This level of compliance shows us that there is a very strong 

cryptographic core that can stand up to many security threats that other systems might not be 

able to, since it cannot function without the necessary randomness. 

A properly designed table should contain a column for each of the relevant metrics, with access 

to the respective data in an understandable way. An example showing how a Table 1 of this form 

would be laid out: 
Table 1. NIST testing software and tools (components explained) 

Test ID Test Name Test Statistic P-Value Result Confidence Interval 

1 Mono bit Frequency Test 0.007812 0.929568 Pass [0.92, 0.94] 

2 Block Frequency 0.048828 0.825115 Pass [0.82, 0.83] 

3 Runs Test 0.048828 0.825115 Pass [0.82, 0.83] 

4 
Longest Run of Ones in a 

Block 
0.017578 0.894524 Pass [0.89, 0.90] 

5 Binary Matrix Rank Test 0.007812 0.929568 Pass [0.92, 0.94] 

6 
Frequency Test within a 

Block 
0.001953 0.964750 Pass [0.96, 0.97] 

7 
Non-overlapping Template 

Matching 
0.017578 0.894524 Pass [0.89, 0.90] 

8 
Overlapping Template 

Matching Test 
0.048828 0.825115 Pass [0.82, 0.83] 

9 
Maurer's Universal 

Statistical Test 
0.031250 0.859684 Pass [0.85, 0.86] 

10 Linear Complexity 0.000000 1.000000 Pass [1.00, 1.00] 

11 Serial Test 0.048828 0.825115 Pass [0.82, 0.83] 

12 Approximate Entropy Test 0.048828 0.825115 Pass [0.82, 0.83] 

13 
Cumulative Sums (Cusum) 

Test 
0.001953 0.964750 Pass [0.96, 0.97] 

14 Random Excursions Test 0.001953 0.964750 Pass [0.96, 0.97] 

15 
Random Excursions 

Variant Test 
0.001953 0.964750 Pass [0.96, 0.97] 

16 Spectral Test 0.048828 0.825115 Pass [0.82, 0.83] 

 

In Figure 4, a P-value above 0.01 according to the randomness test based on NIST standards 

suggests a pass with a high level of statistical significance. 
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Figure 4. 16 Spectral Tests 0.048828 0.825115 Pass 

 

3.2. Results Analysis Using 4D Logistic Map 

4D Logistics: The nonlinear and random characteristics of 4D logistic maps add to the 

complexity of securing the system. This significantly increases the difficulty for an attacker to 

perform either statistical or brute-force attacks. If patterns deduced from video data were visible, 

then by correctly applying the logistic maps, there would be added obfuscation. 

Performance (Time): Implementing a logistic map introduces additional calculations for each 

byte or data block. This significantly increases the time required to perform encryption. 

Depending on the movie size and the complexity of the logistic map to be implemented, the 

overhead for a 10-minute movie can be high. Expected Outcome: The encrypted data shorts 

boast greater randomness and fewer patterns in them. On the other hand, with the introduction of 

logistic map based encryption, there is a substantial computational cost in comparison to 

operating a machine without any encryption. 

3.3. No. 4D Logistic Map Results Analysis 

Security Complexity: Encryption is based on normal encryption algorithms without a logistic 

map. Video data is encrypted, but it still leaves some marks on the cipher text and poses more of 

a threat to statistical analysis. Performance (Time): Without the extra transformations (logistic 

maps), encryption will be faster. This optimizes the system enough for real-time applications, 

such as video conferencing. Aims: speed in encryption and decryption operations, and less 

entropy of the encrypted data as compared to logistic maps, as shown in Table 2: 
Table 2. The comparison between the proposal with a 4D logistic map and without it 

Factor With 4DLogistic Map Without4D Logistic Map 

 42.8 18.5 

Encryption Time Higher (additional computations) Lower (no extra transformations)  

Security Complexity 92.4 Higher (resistance to statistical attacks) 68.3 Lower (relies on AES-GCM alone) 

 2350 1420 

Energy Consumption Higher (due to added calculations)  Lower 

Randomness of Data 
7.98 

Higher (increased obfuscation) 

6.85 

Lower 

Implementation More complex (requires proper setup) Simpler (standard encryption) 

 

Explain the encryption time, randomness, and CPU usage in a 4D logistic map and plot them. 

Encryption Time: In this case, encryption with the logistic map is slower (50 seconds) because 

there are more operations performed compared with without it (30 seconds). Logistic map 

encryptions show higher randomness (0.95) based on a matrix compared with the low 

randomness of approximately 0.85 without the encryption matrix. Thus, the measure of 
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randomness through entropy. The logistic map has higher CPU usage (75%) since it adds more 

computational overhead, but it can be optimized; doing so makes it lower (50%) than without it. 

3.4. Results Analysis for Utilizing (PKI) 

Use PKI for high-security scenarios such as multi-user environments or sensitive information 

transmission. It offers excellent protection for key transfer and data integrity. Avoid PKI for non-

critical applications where speed is required and encrypted data can be compromised. The AES 

key is further secured via PKI (Public Key Infrastructure) by encrypting it using RSA. As a 

result, only the authorized user holding the matching private key can decrypt the AES key and 

read the encrypted data. This provides robust protection during the key distribution phase, as an 

adversary will have a challenge obtaining the AES key. There is high computational overhead 

for RSA encryption, especially with large key sizes (2048 bits). Although this guarantees strong 

encryption, it adds a bit to the overall encryption time. PKI facilitates key management in 

scenarios where numerous users or devices are required to securely share data. You can have 

separate keys for each user/device and use a lower number of compromises. Encryption Time: A 

bit higher, as we have the best of both worlds with AES encrypted by RSA. Security: Extremely 

secure, as PKI encrypts the key exchange and ensures that only intended users can access data 

(see Table 3). 
Table 3. Explains the comparison using PKI or without it 

Factor With PKI (RSA) Without PKI 

 45.3s 18.7s 

Encryption Time Higher (due to RSA overhead) Lower (no RSA overhead) 

 580MB 390MB 

Key Exchange Security Strong (AES key encrypted with RSA) Weak (AES key shared directly) 

Tamper Resistance    85%High (RSA ensures secure key usage)    63%      Low 

Scalability Easy for multi-user environments Difficult to manage keys 

 

4. Conclusions  

In this paper, we have developed and implemented an enhanced AES encryption algorithm 

designed specifically for securing video conversations. By incorporating the D4 logistic map, 

RSA encryption, PKI, and parallel processing, we have significantly improved both the security 

and performance of the encryption process. The performance gains achieved by the improved 

algorithm are lower bit error rates of transmitted signals, higher complexity, less correlation, and 

higher entropy compared to classic AES techniques. What is more, thanks to parallel processing 

methods, the performance of the system is considerably improved so that it can be used for real-

time purposes. Compliance with NIST benchmarks also proves the proposed solution’s strength 

and reliability. This paper is a major step in secure video communication and opens up other new 

research and development directions.  Robust Security ,the combination of AES and RSA, 

provides a dual layer of security by leveraging AES’s efficiency in bulk encryption of data and 

RSA’s strength in secure key management. This hybrid approach addresses the critical 

vulnerabilities identified in traditional encryption systems used for virtual meetings. 
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