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Abstract

The secure data transmission over internet is achieved using Steganography. It is the art and
science of concealing information in unremarkable cover media so as not to arouse an observer’s
suspicion. In this paper the color cover image is divided into equally four parts, for each part
select one channel from each part( Red, or Green, or Blue), choosing one of these channel
depending on the high color ratio in that part. The chosen part is decomposing into four parts
{LL, HL, LH, HH} by using discrete wavelet transform. The hiding image is divided into four
part n*n then apply DCT on each part. Finally the four DCT coefficient parts embedding in four
high frequency sub-bands {HH} in cover image. Experiments show that this method gets stego
image with perceptual invisibility, and better secrecy. The proposed method was implemented
using MATLAB 7.8.
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Introduction

The development in technology and networking has posed serious threats to obtain secured
data communication. This has driven the interest among computer security researchers to
overcome the serious threats for secured data transmission. One method of providing more
security to data is information hiding. Generally speaking information hiding relates to both
watermarking and steganography. A watermarking system’s primary goal is to achieve a high
level of robustness-that is, it should be impossible to remove a watermark without degrading the
data object’s quality. Steganography, on the other hand, strives for high security and capacity,
which often entails that the hidden information is fragile. Even trivial modifications to the stego
medium can destroy it [1].

Generally, the information hiding techniques can fall in two categories: spatial-domain
methods and transform domain methods .Many techniques have been proposed in the spatial
domain, such as the LSB (least significant bit) insertion method , the patchwork method and the
texture block coding method . These techniques process the location and luminance of the image
pixel directly. The LSB method has a major disadvantage that the least significant bits may be
easily destroyed such as randomly flippingthe lower bits or loose compression [2, 3].

A transform-domain method, such asthe Fourier Transform, Discrete Cosine Transform, or
Discrete Wavelet Transform, are based on sp ecial transformations, and processes the coefficients
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in the frequency domain for hiding data. In these methods the watermark is hidden in the high
frequency coefficients or middle frequency coefficients of the protected image. The low
frequency coefficients are more likely to be suppressed by filtration as noise. Therefore, the high
frequency coefficients of the protected image are used to embed the watermark. How to select the
best frequency portions of the image for hiding watermark is an important and difficult topic. The
transform-domain method is more robust than the spatial-domain method against compression,
cropping, and jittering. The robustness is maintained at the price of imperceptibility in the trans
form domain [3, 4].

Wavelet transform

Wavelet transform is used to convert a spatial domain into frequency domain. The use of
wavelet in image stenographic model lies in the fact that the wavelet transform clearly separates
the high frequency and low frequency information on a pixel by pixel basis. A one dimensional
DWT is a repeated filter bank algorithm, and the input is convolved with high pass filter and a
low pass filter. The result of latter convolution is smoothed version of the input, while the high
frequency part is captured by the first convolution. The reconstruction involves a convolution
with the synthesis filter and the results of this convolution are added. In two dimensional
transform, first apply one step of the one dimensional transform to all rows and then repeat to all
columns. This decomposition results into four classes or band coefficients [5].

The Haar Wavelet Transform is the simplest of all wavelet transform. In this the low
frequency wavelet coefficient are generated by averaging the two pixel values and high frequency
coefficients are generated by taking half of the difference of the same two pixels. The four bands
obtained are approximate band (LL), Vertical Band (LH), Horizontal band (HL), and diagonal
detail band (HH) as shown in Figure(1). The approximation band consists of low frequency
wavelet coefficients, which contain significant part of the spatial domain image. The other bands
also called as detail bands consists of high frequency coefficients, which contain the edge details
of the spatial domain image [5, 6].

DCT Transform

The discrete cosine transform (DCT) is closely related to the discrete Fourier transform. It is a
separable linear transformation; that is, the two-dimensional transform is equivalent to a one-
dimensional DCT performed along a single dimension followed by a one-dimensional DCT in
the other dimension [7] .The definition of the two-dimensional DCT for an input image A and
output image C is
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The Proposed Method
The proposed method consists of two stages, the first for embedding process and the other for
extracting process as shown below:
-The embedding algorithm:
step 1: input the cover image (24 bit) and the hidden image (24 bit).
Step2: divide the cover image into equally four blocks (N*N)
Step 3: for each block do the following
1) Decompose the block into R (red), G (green), and B (blue) channel and choose on of them
(depending on highest color ratio).
1) Decompose the selected block by using Haar wavelet transform.
Step4: preprocessing the hiding image by dividing it into equally four parts M *M.
Step5: apply DCT transformto each part and all three channels (R, G, and B).
Step6: insert DCT coefficient of part Iwith high sub-band {HH} ofpartl of the
cover image.
Repeat step 6 for all hiding image parts to hidden in all (HH) parts of cover
image.
Step7: Reconstruct the image by using inverse Haar wavelet transform to each
part.
Step8: combine each part with other two channels then combine the four parts
together
Step9: Display stego image.

-The Extraction algorithm
step1: Input stego image.
Step2: Decompose image into four equally blocks and find the selected channel for
each block

Step3: decompose each part by using Haar wavelet transform.
Step4: Extract hidden parts from all four (HH) sub-band.
Step5: convert each part into the spatial domain by using IDCT.
Step6: combine and display the hiding image
- Experimental Result

This research implements into many images, this results for one image. In the experiment, the
cover images are 512*512 color image and secret images are 128*128 color image as shown in
fig (2). The processing on the cover image are divided it into four parts and choosing one
channel for each part then applying 2 D DWT on each part. The result for first part after
choosing the green channel and applying 2-d dwt is shown in Fig. (3). The hiding image is also
divided into four parts then applying DCT on each part Fig. (4) showed applying DCT in red
color). Then embedded each hiding part in one HH sub-band. Fig,(5) showed the stego image and
retrieval image. The Histogram of the origin cover image and the stego image is shown in Fig
(6). Another way to measure the invisibility of the hidden message in terms of the Peak Signal-
to-Noise Ratio (PSNR)[6]:

2552
PSNR =10log,, —  ...... 3
gio VSE (3)

where the M ean Square Error (M SE) is defined as:
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1 M—-1N-1 . o
MSE = M_Nganz:(;[x(m,n) - x(m,n)] ...... (4)

Where N, M the size of the cover image(x), and stego image (xX") respectively.

In our experiment the PSNR=64.8233 and M SE=0.02141

Conclusions
There is a number of conclusions which were derived from this research:-

1. In this research we increase the security by hidding the coefficient of DCT of hiding
image in transform domain methods (DWT).

2. To achieve high security the hidden process is in one channel in each quarter of the cover
image and in HH sub-band only.

3. We can increase the amount of payload hidden message by using another sub-band like
HL and LH.
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Fig. (1): Two dimensional wavelet transformation of an image
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(a) Origin coverimage (b) origin hiding image

Fig. (2): The origin images

Fig. (3) :Applying 2-D DWT on first part of cover image
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Fig.(4) Applying DCT on each part of hiding image

(a) Stegoimage (b) extracted image

Fig. (5) The stegoimage and retrieval image
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'

Fig.(6) The histogram of the origin cover image and the stego image
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