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Abstract

The messages are ancient method to exchange information between peoples. It had many
ways to send it with some security.

Encryption and steganography was oldest ways to message security, but there are still many
problems in key generation, key distribution, suitable cover image and others. In this paper
we present proposed algorithm to exchange security message without any encryption, or
image as cover to hidden. Our proposed algorithm depends on two copies of the same
collection images set (CIS), one in sender side and other in receiver side which always
exchange message between them.

To send any message text the sender Converts message to ASCII code. Chose one image
from its (CIS) .Locate for each ASCII code in red or green or blue band color of chosen
image. Store(x,y) location and color of correspond value. After that draw lines in graphic line
image (GLI) by using this (x,y) and S (letter sequence) and color with white background.

Then send the graphic lines image (GLI) with serial number of chosen image from (CIS) to
receiver. After receiving the (GLI) in other side, the receiver will choose image from its (CIS)
according to serial number which it received then doing some steps to display the extract
message.

Key words: steganography ,encryption , information hiding, mail history of mail, color
image ,digital image.

Introduction

The messages are old method to exchange information between peoples, which had many
ways to perform it .Some of them clay plaques, wood plaques, paper and others to write on it
and then send by different ways without any security .In modern decade, the idea of exchange
is still as it but the tools are different from country to other with more security and fast media
to transfer it. Many methods had been used for message security. Encoding letters more
security transmition between sender and receiver but the difficulty is to find and exchange of
secret keys.

So the definition of encoding or cipher is the science of writing in secret codes , addresses
all of the elements necessary for secure communication over an insecure channel, namely
privacy, confidentiality, key exchange, authentication, and non-repudiation. But cryptography
does not always provide safe communication.

Other methods used for security message by hidden the message into pallet of image file.
The picture will not be modified, just the order of the color within the palette is slightly
modified in order to keep our secret message ,a viewer unable to know what are the change,
because the hidden message will be put inside the color palette using the lest significant
bit(LSB). This method is from steganography methods .So the definition of Steganography is
the science of hiding information. Whereas the goal of cryptography is to make data
unreadable by a third party, the goal of steganography is to hide the data from a third party.
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Other method mixed between encryption method and steganography method to more protect.
But in our proposed algorithm to exchange security message without any encryption, or image
as cover to hidden, by presenting new method to protect message and send with higher
security by using image color pallet not as in encryption or steganography techniques by
collecting set of image and sent it to receiver to use it with received graphic image, to extract
text message without useing any key.

History of post

Mail, or post, is a method for transmitting information and tangible objects, where in
written documents, typically enclosed in envelopes and also small packages are delivered to
destinations around the world. Anything sent through the postal system is called mail or post.
[1]
The art of communication by written documents carried by an intermediary from one person
or place to another almost certainly dates back nearly to the invention of writing,

However, development of formal postal systems occurred much later. The first
documented use of an organized courier service for the diffusion of written documents is in
Egypt, where Pharaohs used couriers for the diffusion of their decrees in the territory of the
State (2400 BC) [2]

Another important postal service was created in the Islamic world by the caliph Mu'awiyya;
the service was called barid, by the name of the towers built to protect the roads by which
couriers traveled.

Well before the Middle Ages and during them, homing pigeons were used for pigeon post,
taking advantage of a singular quality of this bird, which when taken far from its nest is able
to find his way home due to a particularly developed sense of orientation. M essages were then
tied around the legs of the pigeon, which was freed and could reach his original nest.

Mail has been transported by quite a few other methods throughout history, including
dogsled, balloon, rocket, mule, pneumatic tubes and even submarine. [3]

Modern mail is organized by national and privatized services, which are reciprocally

interconnected by international regulations, organizations and international agreements. Paper
letters and parcels can be sent to almost any country in the world relatively easily and
cheaply. The Internet has made the process of sending letter-like messages nearly
instantaneous, and in many cases and situations correspondents use electronic mail where
previously they would have used letters (though the volume of paper mail continues to
increase).[4]
The ordinary mail service was improved in the 20th century with the use of planes for a
quicker delivery. The world's first scheduled airmail post service took place in the United
Kingdom between the London suburbs of Hendon, North London, and Windsor, Berkshire, on
9 September 1911. Some methods of airmail proved ineffective, however, including the
United States Postal Service's experiment with rocket mail. [5]

Digital images

Color image can be modeled as three band monochrome image data, where each band of
the data corresponds to a different color. The actual information stored in the digital image
data is brightness information in each spectral band. When the image is displayed, the
corresp onding brightness information is displayed on the screen by picture elements that emit
light energy corresponding to that particular color. Typical color images are represented as
red, green, and blue or RGB images .using the 8-bit monochrome standard as a model, the
corresp onding color image would have 24 bit/pixel — 8 bit for each color bands (red, green
and blue). For many applications, RGB color information is transformed into mathematical
space that decouples the brightness information from the color information. A digital image is
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a representation of a two-dimensional image using ones and zeros (binary). Depending on
whether or not the image resolution is fixed, it may be of vector or raster type. Without
qualifications, the term "digital image" usually refers to raster images also called bitmap
images [6].

Images have a finite set of digital values, called picture elements or pixels. The digital image
contains a fixed number of rows and columns of pixels. Pixels are the smallest individual
element in an image, holding quantized values that represent the brightness of a given color at
any specific point. [7]

The idea of Proposal algorithm for Exchange secrets message
(ESM)

The idea of proposal algorithm for exchange secret message is depends on collected set
of images and gives each one of them serial number, then send to receiver a copy of this set
images and with same serial number.

Now we have two copies of same set images one in sender side and the other in receiver side.
as in fig (1).

To send any text message the sender prepare the text message and choose one image from his
image set with its serial number and convert first character of text message to its ASCII value
(which its value not more than 255) and then search for this ASCII value in red band of
chosen image if found then store location of this pixel (by store (xy)) .

Now we have four parameters (x,y,s and r)

- X,y :- location of pixel

- S :- sequence of character in text message and column number in graphic image.

- R:- red color.

By using these four parameters to draw line in image box with start point(s,x) and end point
(s,y),with red color for the following text message " Steganography is the ancient art of
embedding a secret message into a seemingly harmless message " by using one image from
the bellow collection images set which is the serial number for it (81239) show in Fig (2)

Else if we not found ASCII value of character in red band then search it in green band and
determine four parameter with green color .

Else search for it in blue band and determine the four parameter with blue color and draw
line in image box. Now we have one line with color red or green or blue in image box
represents first character of text message this procedure repeat to each character one after
other.

After converting text message to color line we will get new image with line shape with
different colors in white background.

Add serial number of chosen image to graphical lines image (GLI), and then send it to
receiver.

In receiver side, to extraction text message the receiver will:

Choose image from image set according to receive serial number and then read received
graphic line image (GLI) column by column to determine starting point(s,x) and end point
(s,y) of color line ,now the reciever has four parameters x,y,s and color which means:-

- x,y the location of pixel value in chosen image .

- S the sequence of character in text message and column number in graphic lines image
(GLD)

- C the color band of (x,y)point .

Note:- The value of pixel(x,y) for C color band represents character value (chary).

Repeat upper procedure with each column of new line image (NLI).
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Concatenate chary,char,,....... char, to display the text message.

Algorithm of proposal (ESM)
The proposal algorithm has three stages as following:
1- Start stages: to prepare images set:-
1.1 collection set images (CIS)
1.2 gives serial number for each image in the set
1.3 sends copy of collected images set (CIS) with its serial number to receiver
2- Sender side stage: to send message :-
2.1 chose one image from (CIS) with its serial number
2.2 prepare text message
2.3 for i" character in text message convert it to ASCII code
2.4 For each pixel in chosen (CIS) compute red, green, and blue values as following:
r=pixel (x,y) mode 256
g=int (pixel(x,y) /256) mod 256
b=int (pixel(x,y) /(256)*)mod256
Where r, g and b >=0 and r,g and b<=255
2.5 locate for ASCII value of i character in r band of pixel color if found:-
- Store(x,y) of pixel location.
- Store i™ character in(S) which represents sequence of character
- Store color band (CB)
Else repeat step 2.5 with gband of pixel color
Else repeat step2.5 with b band of pixel color

2.6 draw line in graphic line image (GLI) use the following parameters
- Start point of line is(s,x)
- End point of line is(s,y)
- Color of line is (CB)
2.7 add 1 to i"
2.8 repeat steps from 2.3 to 2.7 until end of text message.
2.9 sent graphic line image (GLI) with white background and chosen (CIS) serial number
3- Receiver side stage: to extract text message
3.1 choose image from received (CIS) accordingto received serial  number r

3.2 for each column in received (GLI) with not white color locate for line start point and
end point for

-store start point in(s,x) in ¢™ column
-store end point in(s,y) in ¢™ column
-store color of line in (CL) color line
3.3 locate for pixel (xy) in chosen (CIS) with (CL) band color and
-convert its value to character

-store the character in charg where s represents the sequence character in text message
3.4add 1toc"

3.5 repeat the steps from 3.2 to 3.3
3.6 concatenate chary,char,,......... char, due to its (sequence as in s)
4- End stage:-display thetext message
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6. Implementation of proposal algorithm (ES M)
The proposal algorithm (ESM) is implemented by VB computer language with
following three stage:-
1. Stage of message send:-After collected image set and send it to receiver ~ with serial
number for each image.
We can send text message which transmitted to (GLI) with following steps:
a- Input text message
b- Choose one image from (CIS)
c- Save new image box with serial number
Notes: when text message box is empty the program displays alarm message box to input
message.
2. Stage of send new image box (NIB):- this stage can be doing with many  ways of
transmission such internet and others

3. Stage of extract text image: - in this stage extract the message from received (NIB) and
serial number as in fig (3).

Conclusion
Send message is stays an important task since every exchange information
depends on exchanging message so in our paper we try to present new which has good

properties to be simple method with high security .many point we conclude from the work
such as:

1- The proposal algorithm have high security because there is no hacker can discover the
message from (NIB) or change in source image in( CIS) but the hacker may cause noise by
change in (GLI)

2- Each message can be send in many (NIB) by chose other image from (CIS)

3-The proposal method does not match steganography and encryption method

4- Tts simple method does not need key to security and does not need cover to hide the
message.

5- The same collect images set (CIS) can used with infinite time with infinite message.

6- There is no value of any character in (NIB) only location of that value characters in (CIS)
of sender

7- we can’t use a lot of information in the text message because we need a huge number of
pixel

8- This algorithm is used with peoples who always exchange message between them.
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Fig. (1): Two copies of same collection images set (CIS) one in sender side and the other
receiver side and each image have serial number
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Fig. (2): A:- source image from (CIS )the serial number for it(81239)
B:- using four parameter (x,y,s,r) to draw graphical line image (GLI)

A B

| Firgaenipapk B the Srecse ot Al eechedsins aseeeclbmcssg s e o wsnirgle hoimkess ecsmon

|
C
Fig .3): A:-(CIS) B:-(NIB) C:- Extract message



2011 (3) 24l Liadad) g 48 pual) o glall alisgd) (ol Alaa
2eall o aldie Wl Jile ) Jaldl ~ yida

e anila ¥ g

ik dzala calagd) Cpl Ay i) AdS (Clslal) o gle anid
20105k <1 :b il alinal

2011 ¢ 313 oA dad) 38

DAl

) il Ayl mmy e il Sy sae (3ihla @l Gl G e laall Jalil) e 4y ke s Sl
Alia lhle <0y Jilol) Al e laliall 4 33y * (Steganography) ctlull clea) 45l (Encryption
s Melat Apnliall Bygeal ahiind g anyis ol L) slay) s JSLI

alasin) el 2 ke of abaiul 00 e Agyas byseay Jilall Jalial A e L) ylsd adiias Canl ha &

pedl G bl (52l 553V Jupall sal sasls. (CIS) jsuall (g (yiifilaia (yfiesana daind dasiall L) lsa
asiy 23 (ASCIl CODE) ) &lluyl) Jasaity Jusyal asy damai Al (sf JlapYse il Jols e palins 05355,
S a5l digiias 3 (ASCII CODE) JSI wdise 23nys (CIS)apal Jll ) seall degana (ga 52n)y 3y50m ,Lial
a3 Sl (ASCIl CODE) & LeBila G JSI Lalglls (X,Y) adlsa (35 3a2aall 8ysaaall (30 (RGB) 3y Y1 5l juzmal)
Oslly <oy IS Jlisy (X,Y) @l o alaieVl saaly 8)sua (o8 agdadd) (e A gane assi o lasss laagaas
o Aalal) sl Lol 8 s Jashadd (ha A3sSially agasgall 83eal Jlnls asy & ey s lian 2adld Jlantuly
Byseall Ll alidll asis alisdl (o (GLI) Gagusyall 8y gl oDl azy .+ alicsddl Y Ledlsly (CIS) (e Lajliial o5
Al Al Gayed sa0e Slshiy agiy Jual) Lulill 2501 e slaieY L (CIS)agal i jseal (e 3354

- Z.PI;':L:S\ Silalsl
steganography ,encryption , information hiding, mail ,history of mail, color
image ,digital image.



